Subject: ALARACT 293/2007

Originator: ALARACT RELEASE AUTHORITY(UC)
DTG: 261800Z Dec 07

Precedence: ROUTINE

DAC: General

To: AL ALARACT(UC), ALARACT

UNCLASSIFIED//

THIS MESSAGE HAS BEEN SENT BY THE PENTAGON TELECOMMUNICATIONS CENTER ON
BEHALF OF DA WASHINGTON DC//C10/G6//

ARMY CI0/G6 SENDS:

REF A: DOD DIRECTIVE 8570.01 INFORMATION ASSURANCE TRAINING,
CERTIFICATION, AND WORKFORCE MANAGEMENT 15 AUGUST 2004

REF B: DOD 8570.01-M INFORMATION ASSURANCE WORKFORCE IMPROVEMENT
PROGRAM 19 DECEMBER 2005

REF C: DOD CI0 MEMORANDUM, DOD 1A AWARENESS TRAINING REQUIREMENT 27
AUGUST 2007

REF D: AR 25-2, INFORMATION ASSURANCE 24 OCTOBER 2007

SUBJECT: IMPLEMENTATION OF STANDARD DOD IA AWARENESS TRAINING

1. (U) IN ACHIEVING THE DEPARTMENT OF THE ARMY VISION OF NETWORK
OPERATIONS, COMPUTER NETWORK DEFENSE AND WELL INITIATED SECURITY
PRACTICES, IT IS IMPERATIVE THAT THE DEPARTMENT FOCUS ON PROVIDING AN
EDUCATED AND TRAINED WORKFORCE TO ENSURE THE SECURITY OF OUR NETWORKS,
INFORMATION, AND INFORMATION SYSTEMS.

2. (U) THE DOD 1A AWARENESS TRAINING IS HOSTED ON THE FORT GORDON
SCHOOL OF INFORMATION TECHNOLOGY WESITE AT
HTTPS://1A_GORDON.ARMY.MIL/DODIAA/DEFAULT .ASP.

3. (U) EFFECTIVE IMMEDIATELY ALL PERSONNEL WITH NETWORK ACCESS AND NEW
HIRES (MILITARY, GOVERNMENT CIVILIANS, AND CONTRACTORS) WILL TAKE THE
IA AWARENESS TRAINING ON THE FORT GORDON WEBSITE FOR THE COMPLETION OF
THEIR FEDERAL INFORMATION SECURITY MANAGEMENT ACT 1A AWARENESS
REPORTING REQUIREMENT FOR FISCAL YEAR 2008.

4. (U) REF A AND B REQUIRE THAT ALL AUTHORIZED USERS OF DOD
INFORMATION SYSTEMS RECEIVE INITIAL IA AWARENESS ORIENTATION AS A
CONDITION OF NETWORK ACCESS AND THEREAFTER MUST COMPLETE ANNUAL 1A
REFRESHER AWARENESS. 1A AWARENESS TRAINING MUST BE IDENTIFIED, TRACKED,
AND MANAGED FOR ALL USERS WITH NETWORK ACCESS.

5. (U) REF C MANDATES THAT ALL COMPONENTS USE THE SHARED SERVICE CENTER
AS THEIR 1A AWARENESS SERVICE PROVIDER. REF D IMPLEMENTS THE
REQUIREMENT WITHIN ARMY. THE DOD 1A AWARENESS TRAINING IS THE REQUIRED
BASIC CONTENT FOR TRAINING.


https://ia.gordon.army.mil/DODIAA/DEFAULT.ASP

6. (U) POCS FOR THIS MESSAGE ARE: PHYLLIS BAILEY, CHIEF POLICY AND
TRAINING DIVISION, OFFICE OF INFORMATION ASSURANCE AND COMPLIANCE,
COMM: (703) 602-7408, DSN 332-7408, EMAIL: PHYLLIS.BAILEY@US.ARMY_.MIL,
DORIS WRIGHT, NETCOM-ESTA 1A, COMM: (703) 602-7420, DSN 332-7420,
EMAIL: DORIS_WRIGHT@US.ARMY_MIL, AND CHRISAUNDRA SMITH, NETC-ESTA 1A,
COMM: (703) 602-2205, DSN 332-2205, EMAIL:
CHRISAUNDRA . SMITH@US . ARMY _.MIL.

DISTRIBUTION:
PRINCIPAL OFFICIALS OF HEADQUARTERS, DEPARTMENT OF THE ARMY

COMMANDER :
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CENTRAL

U.S. ARMY NORTH U.S. ARMY SOUTH U.S. ARMY PACIFIC EIGHTH U.S. ARMY U.S.
ARMY MATERIEL COMMAND U.S. ARMY RESEARCH DEVELOPMENT AND ENGINEERING
COMMAND U.S. ARMY NATICK SOLDIER CENTER PROGRAM EXECUTIVE OFFICE FOR
COMMAND, CONTROL, AND COMMUNICATIONS PROGRAM EXECUTIVE OFFICE FOR
ENTERPRISE INFORMATION SYSTEMS PROGRAM EXECUTIVE OFFICE SIMULATION,
TRAINING AND INSTRUMENTATION COMMUNICATIONS-ELECTRONICS RESEARCH
DEVELOPMENT AND ENGINEERING CENTER

PROGRAM MANAGER FCS PROGRAM MANAGER WIN-T SOFTWARE ENGINEERING CENTER
PROGRAM EXECUTIVE OFFICE FOR SOLDIER SCIENCE & TECHNOLOGY PROGRAM
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