
IA Compliance Review Checklist
	DoD IA WIP Compliance Review Checklist

	Critical Element
	Have IA and HR management personnel at the site level developed and implemented IA Workforce Improvement Program (IA WIP)?

	Purpose
	To assess the capability, performance and compliance against the policies and requirements of DoDD 8570.1 and DoD 8570.01-M.  

	Core Review Areas
	IA Workforce Management, IA Training, IA Certification 

	Method
	Site level review of IA WIP program plans, including documentation and procedures review.  


	
	YES
	NO
	N/A
	Source
	Comment

	A. IA Workforce Management

	1. Are appropriate tools available that track IA positions (i.e. manpower and personnel databases)?
	
	
	
	Manpower and Personnel Databases
	

	2. Has the DoD 8570.01-M or Component IA WIP Plan been distributed to the IA workforce?
	
	
	
	IA WF Members
	

	3. Does the site possess a copy of their Component’s IA WIP policy?
	
	
	
	Site IAM
	

	4. Has the site developed and implemented its own IA WIP policy/guidance?
	
	
	
	Site IAM
	

	5. Are all IA positions required to perform IA functions identified by category and level in the site’s manpower tables of organization? (DoD 8570.01-M, Chapter 7, paragraph C7.2.2)
	
	
	
	Manpower and Personnel Databases; Table of Organization
	

	6. Are official personnel and staffing databases properly configured to capture IA positions and manning status? (DoD 8570.01-M, Chapter 8, paragraph C8.2.7.1.1)
	
	
	
	Manpower and Personnel Databases
	

	7. Does the site’s personnel and staffing database(s) identify positions and people by IA Workforce categories and levels? (DoD 8570.01-M, Chapter 8, paragraph 8.2.7.1.2)
	
	
	
	Manpower and Personnel Databases
	

	8. # of IA Positions identified by category and level in the personnel and staffing database(s) (DoD 8570.01-M, Chapter 8, paragraph 8.2.7.1.2)
	
	
	
	Manpower and Personnel Databases
	

	9. # of IA positions filled by category and level in the personnel and staffing database(s) (DoD 8570.01-M, Chapter 8, paragraph 8.2.7.1.5)
	
	
	
	Manpower and Personnel Databases
	

	10. Does the site’s personnel and staffing database(s) capture IA personnel certification levels? (DoD 8570.01-M, Chapter 8, paragraph, 8.2.7.1.6)
	
	
	
	Personnel Database
	

	11. Are all positions and personnel with IA responsibilities identified in the appropriate database, regardless of occupational specialty?
	
	
	
	Manpower and Personnel Databases; Table of Organization
	

	12. Are these individuals further identified as performing IA responsibilities as a primary part of their job or as an additional, or embedded duty? (DoD 8570.01-M, Chapter 8, paragraphs C8.2.7.1.3 & C8.2.7.1.4)
	
	
	
	Manpower and Personnel Databases; IA WF Members
	

	13. Are these individuals aligned according to the requirements of 8570.01-M? (Chapters 3-5, 8570.01-M)
	
	
	
	Manpower and Personnel Databases; IA WF Members
	

	14. Are significant IA functions identified, with qualification criteria, and documented (in table of organization and/or position descriptions)?
	
	
	
	Table of Organization
	

	15. Are records kept of which employees at the site perform privileged access IA functions by category and level? 
	
	
	
	Local Official Files
	

	16. Is training available for HR personnel on the systems and processes required to support the IA WIP manpower and personnel management requirements?
	
	
	
	Local Training Records
	

	17. Have all IA personnel with privileged access completed a “Privileged Access Agreement?” If so, show examples.
	
	
	
	Local Official Files; IA WF Members
	

	18. Do all IA personnel with privileged access have a Common Access Card (CAC) or equivalent to control access? 
	
	
	
	IA WF Members
	

	19. Are records maintained to document status of orientation and annual awareness compliance for each system user? Is the Component using an authoritative database to track this information? (DoD 8570.01-M, Chapter 6, paragraph C6.2.3)
	
	
	
	Local Training Records; Training Database; IA WF Members
	

	20. # of users who completed the IA orientation and awareness annual training requirement versus total number of authorized users (DoD 8570.01-M, Chapter 8, paragraph C8.2.7.4)
	
	
	
	Local Training Records; Training Database; IA WF Members
	

	B. IA Training

	1. Does the site have an official IA Training Plan?
	
	
	
	Official Site Training Plan
	

	2. If yes, has this training plan been implemented?
	
	
	
	Local Training Records; IA WF Members
	

	3. Does the training plan state what specialized training is necessary (i.e. training for privileged access users performing IA functions)?
	
	
	
	Official Site Training Plan
	

	4. How many of those with privileged access responsibilities have received the required training stated in the training plan?
	
	
	
	Manpower and Personnel Databases; IA WF Members
	

	5. What is the timeline for training the remaining individuals identified with significant security responsibilities to receive specialized training?
	
	
	
	Local and Component IA WIP Implementation Plan
	

	6. What are the reasons for all identified personnel not having yet received specialized training (i.e. insufficient funding, insufficient time, courses unavailable, personnel have not yet registered)?
	
	
	
	Site IAM and IA WF Members
	

	7. Are detailed training records maintained for all IA personnel? (training records that indicate the exact training each member of the IA WF has completed)?
	
	
	
	Local Training Records; Training Database
	

	8. Does the site have an on the job training program and controls for all newly assigned IATs and IAMs?
	
	
	
	Local IA WIP Implementation Plan
	

	9. Is an oversight structure in place that manages the IA training program?
	
	
	
	Local IA WIP Implementation Plan and IA WF Members
	

	10. Is there documentation to support the IA training oversight structure?
	
	
	
	Local IA WIP Implementation Plan
	

	11. #/% of IATs who have documented completion of the On the Job Training evaluation requirement.
	
	
	
	Local Official Records
	

	12. Are plans for continued learning a part of the training plan? 
	
	
	
	IA WIP Plan
	

	13. #/% of IATs and IAMs completing continuing training requirements.
	
	
	
	Training Database; Local Training Records; IA WF Members
	

	14. Have all assigned DAAs completed the DoD DAA training within 60 days of assignment to the position (or the NDU/IRMC CNSSI No. 4012 course and certificate) or Component equivalent training? (DoD 8570.01-M, Chapter 5, paragraphs C5.3.1.1 and C5.3.2)
	
	
	
	Local Training Records; Training Database
	

	15. Are course completion certificates maintained as part of the DAA personnel profile?  (DoD 8570.01-M, paragraph C5.3.1.3)
	
	
	
	Local Official Records
	

	16. Have all personnel with access to DoD IT systems received initial IA awareness training before being granted access to the system(s) and annual IA awareness training to retain access? (DoD 8570.01-M, paragraph 6.2.2) (How is this different than #20?)
	
	
	
	User Interviews; Local Training Records; Training Database
	

	C. IA Certification Program

	1. Does the site have a plan that establishes timelines and procedures for all current and new IA personnel to be appropriately certified for their primary position?
	
	
	
	Local IA WIP Implementation Plan
	

	2. Does this plan identify specific personnel certification requirements?
	
	
	
	Local IA WIP Implementation Plan
	

	3. What #/% of IA personnel have obtained a certification corresponding to the highest level function(s) they perform?
	
	
	
	Personnel and Manpower Databases; IA WF Members
	

	4. Do all IA personnel at the site who have privileged access and perform IA functions on DoD systems hold, at a minimum, an IAT Level 1 certification?
	
	
	
	Personnel and Manpower Databases; IA WF Members
	

	5. Has the site identified appropriate “operating system certification” requirements for their IAT Workforce?
	
	
	
	
	

	6. #/% of IA positions filled with appropriately certified personnel
	
	
	
	Personnel and Manpower Databases
	

	7. #/% of IAT positions filled with personnel possessing appropriate operating system certification
	
	
	
	Personnel and Manpower Databases; IA WF Members
	

	8. Is an oversight process in place that ensures all incumbents and new hires are trained, certified and recertified in accordance with the IA WIP?
	
	
	
	IA WF Members
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