
Appointment Letter Template (Management I-III)

Date (MM/DD/YYYY) Major Command

Office Symbol Sub Organization

MEMORANDUM FOR RECORD 
  
SUBJECT:  Designation of Cybersecurity (CS) Support Personnel  
  
1.  References:  AR 25-2 Chapter 3 and DoD 8570.01-M. 
  
2.  Effective immediately, the below individual is appointed to perform Cybersecurity duties and functions for the category and level below. 
      

Full name Duty position/role

AKO or EE mail address
Civilian series/
MOS

Personnel 
Category IT Position Category

Supervisor AKO/EE mail address/phone 
number Contract #/Expiration date IT Support Services 

CYBERSECURITY CATEGORY AND LEVEL

Primary Duty Additional/Embedded

3.  Purpose:  To perform Cybersecurity functions and duties IAW the DoD 8570.01M category and level listed above. 
  
4.  Period:  Until officially relieved or released from appointment, or upon transfer, termination, reassignment, retirement or discharge. 
  
5.  Special instructions: 
  
    a.  Register in the Army Training and Certification Tracking System (https://atc.us.army.mil). 
  
    b.  Complete required IA training and certification for category/level.  Review the IA Training and Certification BBP. 
  
    c.  Complete and sign Privileged Access Agreement (PAA)/Non-Disclosure Agreement  and Acceptable Use Policy then upload in ATCTS.   
  
    d.  Ensure the DD 2875 is signed in part IV by the servicing Network Enterprise Center/Service Provider noting elevated privileges are approved/denied. 
  
6.  Soldiers annotated as 25B/25U w/supervised access will sign a PAA and work under the direct supervision of an IATI or higher baseline certified DA 
civilian or military individual.  They will be designated as 25B/25U w/ supervised access in ATCTS and meet the Computing Environment certification or 
certificate of training requirement per DoD 8570.01-M.  Personnel in this category are not authorized certification vouchers from Army CIO/G6 voucher 
program. 

Name of commander or designee 
signing letter Position/Role

Grade Signature



Functions/responsibilities-Check all that apply

Support and administer data retention and recovery within the CE.

Participate in the development or modification of the computer environment IA security program plans and requirements.

Develop procedures to ensure system users are aware of their IA responsibilities before granting access to DoD information systems.

Supervise or manage protective or corrective measures when an IA incident or vulnerability is discovered.

Ensure that IA requirements are integrated into the Continuity of Operations Plan (COOP) for that system or DoD Component.

Ensure that IA security requirements are appropriately identified in computer environment operation procedures.

Prepare, distribute, and maintain plans, instructions, guidance, and standard operating procedures concerning the security of network 
system(s) operations..

Develop NE security requirements specific to an IT acquisition for inclusion in procurement documents.

Recommend resource allocations required to securely operate and maintain an organization's NE IA requirements.

Develop security requirements for hardware, software, and services acquisitions specific to NE IA security programs.

Ensure that IA and IA enabled software, hardware, and firmware comply with appropriate NE security configuration guidelines, policies, and 
procedures..

Assist in the gathering and preservation of evidence used in the prosecution of computer crimes.

Review IA security plans for the NE.

Other

 

Identify alternative functional IA security strategies to address organizational NE security concerns.

Ensure that IA inspections, tests, and reviews are coordinated for the NE.

Evaluate the presence and adequacy of security measures proposed or provided in response to requirements contained in acquisition 
documents.

Develop and implement programs to ensure that systems, network, and data users are aware of, understand, and follow NE and IA policies 
and procedures.

Advise the DAA of any changes affecting the NE/enclave's IA posture.

Ensure that protection and detection capabilities are acquired or developed using the IS security engineering approach and are consistent 
with DoD Component level IA architecture.

Ensure IAT Levels I – III, IAM Levels I and II, and anyone with privileged access performing IA functions receive the necessary initial and 
sustaining IA training and certification(s) to carry out their IA duties.

Prepare or oversee the preparation of IA certification and accreditation documentation.

Ensure information ownership responsibilities are established for each DoD IS and implement a role based access scheme.

Analyze, develop, approve, and issue enclave IA policies.

Evaluate proposals to determine if proposed security solutions effectively address enclave requirements, as detailed in solicitation documents.

Evaluate cost benefit, economic and risk analysis in decision making process.

Interpret patterns of non compliance to determine their impact on levels of risk and/or overall effectiveness of the enclave’s IA program.

Analyze identified security strategies and select the best approach or practice for the enclave.

Evaluate and approve development efforts to ensure that baseline security safeguards are appropriately installed.

Provide enclave IA guidance for development of the COOP.

Monitor and evaluate the effectiveness of the enclaves’ IA security procedures and safeguards to ensure they provide the intended level of 
protection.

Ensure tht the Command's or organization's supported users receive initial and annual IA Awareness training by verifying completion in 
ATCTS.

Assist the supported IAM in ensuring that a C&A package is prepared and maintained IAW DIACAP or RMF procedures.

Ensure that implementation and verification of compliance with the command's or organization's SOP address the reporting of security 
violations and incidents to the servicing Regional Computer Emergency Response Team.

Assist the supporting IAM in the development and implementation of the TSP when in garrison.

ADDITIONAL DETAILS FOR FUNCTIONS
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