
Information Assurance (IA) Workforce Determination checklist IAW DOD 8570.01M Chg2 & AR 25-2 

*IA workforce specialty positions   

Name  
 

 
 
 
 
 
 
 

Email  

Organization  Phone  

If you answer YES to one or more of the following questions you may be considered as part of the Information Assurance 
Workforce.  Please contact your Information Assurance Manager for further information. 
 YES/NO 

1. Do you have the title or parenthetical title of “INFOSEC” in your Position Specialty Code, regardless of 
your job series?   

 

2. Are you currently on IA duty appointment orders?  
3. Have you signed a Privileged-Level Access Agreement (PLAA)?  
4. Can you log on to a government Information Technology (IT) system with privileged level access of 
(admin or root)?  

 

5. Do you have the permissions and capability to modify, design, develop, or implement government 
Computing Environment (CE) systems, system components, or system architectures? 

 

6. Are you responsible for the maintenance, repair, and upkeep of government computers or IT 
related hardware for your CE? 

 

7. Do you have the permissions and capability to install or enable hardware on government computer 
systems? 

 

8. Do you have the permissions and capability to install software or firmware on government 
computer systems such as servers, workstations or networking equipment? 

 

9. Do provide end user IA support for the CE operating systems, peripherals, and applications?  

10. Do you have the permissions and capability to install patches and updates on CE workstations, 
servers, or networking devices? 

 

11. Do you create user accounts; modify user permissions or roles for the CE workstations, servers, 
or networking devices? 

 

12. Do you create, initiate, or modify backup or restoration activities on government owned 
applications, workstations, servers, or network devices? 

 

13. Are you an integral part of the application, software design or development process in the CE?  

14. Do you have the permissions and capability to perform surveillance, monitoring or scanning on 
CE systems? 

 

15. *Are you the IA Workforce System Architecture & Engineer (IASAE) responsible for the design, 
development, implementation, and/or integration of a Department of Defense (DoD) IA architecture, 
system, or system components for use within the CE?  (Ref. DOD 8570.01M- Ch2, C10.1) 

 

16. *Have you been assigned functions associated with one of the Computer Network Defense 
Service Provider (CND-SP) specialties. (CND-SP Analyst (CND-A), CND-SP Infrastructure Support 
(CND-IS), CND-SP Incident Responder (CND-IR), CND-SP Auditor (CND-AU) or CND-SP 
Manager (CND-SPM))? (Ref. DOD 8570.01M- Ch2, C11.1) 

 

  Employee signature 
 
  Managers signature 
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