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INSTRUCTIONS FOR IA APPOINTMENTS
THRU address:  You must process the IA appointment through your organization IAPM/IAM.  IAPM/IAM must confirm.

Options for paragraph 1a (“Appointment as”)  Note:  This list includes positions in AR 25-2, paragraphs 3-2 and 3-3, , and other positions which can potentially be responsible for performing IA-functions identified in DOD 8570.01-M
· Information Assurance program manager (IAPM); with duties per: AR 25-2, paragraph 3-2b.

· IAPM staff; with duties at: AR 25-2, paragraph 3-2b, as determined by the IAPM.

· Information Assurance network manager (IANM); with duties per: AR 25-2, paragraph 3-2c. 

· Information assurance manager (IAM); with duties per: AR 25-2, paragraph 3-2d.

· IAM staff; with duties at: AR 25-2, paragraph 3-2d, as determined by the IAM.

· Information Assurance network officer (IANO); with duties per: AR 25-2, paragraph 3-2e.

· IANO staff; with duties at: AR 25-2, paragraph 3-2e, as determined by the IANO.

· System administrator (SA) ; with duties per: AR 25-2, paragraph 3-3a.  
· Network administrator (NA) ; with duties per: AR 25-2, paragraph 3-3a. 
· Data owner; with duties at: AR 25-2, paragraph 3-3b.
· COMSEC custodian with IA functions and duties per: AR 25-2, paragraph 3-3d.
· TEMPEST action officer with IA functions and duties per: AR 25-2, paragraph 3-3e.
· Intelligence action officer with IA functions and duties per: AR 25-2, paragraph 3-2f.
· Force protection officer with IA functions and duties per: AR 25-2, paragraph 3-3g 

· Information operations (IO) officer with IA functions and duties per: AR 25-2, paragraph 3-3h.
· OPSEC Officer with IA functions and duties per: AR 25-2, paragraph 3-3i.
· Public Affairs officer (PAO) with IA functions and duties per: AR 25-2, paragraph 3-3j.
· Acquisition officer with IA functions and duties per: AR 25-2, paragraph 3-3k. 

· Director of Information Management (DOIM) with IA functions and duties per: AR 25-2, paragraphs 2-30, and 3-3l.
· DOIM Staff with IA functions and duties per AR 25-2, paragraphs 2-30, and 3-3l, as determined by the DOIM.
· Information Management Officer (IMO) with IA functions per AR 25-2 chapter 3.
· RCERT Staff; with duties indicated in AR 25-2, Section VIII (Incident and Intrusion Reporting) and duties specified in DoD 8570.01-M chapter 11 for Computer Network Defense Service Providers (CND-SP).

· Computer network defense analyst (CND-A). <identify specific IA functions from Chapter 11, DOD 8570.01-M.  

· Computer network defense Incident Responder (CND-IR). <identify specific IA functions from Chapter 11, DOD 8570.01-M.  

· Computer network defense Infrastructure Support (CND IS). <identify specific IA functions from Chapter 11, DOD 8570.01-M.  

· Computer network defense Auditor (CND-A). <identify specific IA functions from Chapter 11, DOD 8570.01-M.  

· Computer network defense service provider manager (CND-SPM). <identify specific IA functions from Chapter 11, DOD 8570.01-M.  

· System Architect. <identify specific IA functions from Chapter 10, DOD 8570.01-M.  

· System Engineer. <identify specific IA functions from Chapter 10, DOD 8570.01-M.  

· <Other - Specify-position> <identify specific IA functions from appropriate regulation; If no regulation which cites functions exists, then identify the functions of this position in this paragraph; See paragraph C3.2.4.4 and C4.2.3.6.
· Help desk attendant <identify specific IA functions from appropriate regulation; If no regulation which cites functions exists, then identify the functions of this position in this paragraph; See DoD  8570.01-M chapters 3 and 4.    
· Desktop specialist <identify specific IA functions from appropriate regulation; If no regulation which cites functions exists, then identify the functions of this position in this paragraph; See DOD 8570.01-M chapters 3 and 4..   
· OU administrator. <identify specific IA functions from appropriate regulation; If no regulation which cites functions exists, then identify the functions of this position in this paragraph; See DOD 8570.01-M chapters 3 and 4.  
· PKI trusted agent.  <identify specific IA functions from appropriate regulation; If no regulation which cites functions exists, then identify the functions of this position in this paragraph; See DOD 8570.01-M chapters 3 and 4..  
· Security Manager performing IA functions and duties per: AR 380-5.

Note: Provide an IA appointment for a security Manager who has responsibilities that include functions from Chapter 4, DoD 8570.01-M; for example, inspecting security for IS and data facilities, key & lock control for facilities, open storage approvals, PDS approvals, etc).
Guidance for paragraph 1b  GRADE:  For contractors, enter Not applicable.
Guidance for paragraph 1b  RANK:  For Military only;  For civilians, enter Not applicable.

Guidance for paragraph 1b  MILITARY OCCUPATIONAL SPECIALTY: 

 Example:  - 25B30;  For civilians enter “Not applicable”.

Guidance for paragraph 1b  JOB SPECIALTY CODE:  Example - 2210 IT Specialist;  For contractors and soldiers, enter: “Not applicable”.

Guidance for paragraph 1b  CONTRACTOR?:  Enter “Yes” or “No”.  

Security Manager/S2/G2.  If necessary, attach DD 2875 with part III completed by Security Manager/S2/G2 to support this entry.
Guidance for paragraph 1b  LOCAL NATIONAL MEETS REQUIREMENTS OF AE Reg 604-1:  Applies only to Local Nationals; Enter “Yes” or “No”, as appropriate.  For all others enter: “Not applicable”. 
Guidance for paragraph 1b  IA CATEGORY AND LEVEL:  See DOD 8570.01-M, Chapter 3 or 4.  For Category = Technical, enter either “IAT-I”, “IAT-II”, or “IAT-III”, as appropriate; For Category = Management, enter either “IAM-I”, “IAM-II”, or “IAM-III”, as appropriate.  Simultaneous designation in both an IAM- and an IAT- level is permitted, however training and certification requirements are additive.  If unsure, ask your Information Assurance Manager. 
