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David Lickwar and Chrisaundra Smith are no longer with this organization. Patrice Bell has joined the
Training and Certification Team.

UNITED STATES ARMY

ARMY STRONG

CompTIA Continuing Education Process update

CompTIA is transitioning to
a continuing education for-
mat to meet the ISO 17204
standards. CompTIA is in
their final stages in launching
their continuing education
program. Starting 1 Jan 2011
all personnel taking the A+,
Net+ and Security+ exam will
have the “CE” designation
and automatically be enrolled
in the continuing education
program. All personnel certi-
fied by 31 Dec 2010 must
enroll in the continuing educa-

v

tion program on 1 Jan 2011
but no later than 31 Dec
2012. The continuing profes-

sional education (CPE) re-
quirement will begin the date
the individual opt into the pro-
gram. The CE designation
will be included in the individ-
ual’s CompTIA profile once all
the continuing education re-
quirements are met and an-
nual dues paid. The annual
dues will be around $49.00
per year for Security+ and
Net+ and $25.00 for A+ certi-
fications. Annual fees will
need to be paid on the high-
est certification if multiple
certifications have been at-
tained. DoD is schedule to
continue to pay renewal fees
for all military and civilian 1A
workforce personnel. Keep in
mind that DoD will only pay
the highest fee not multiple
fees. Certified personnel can
begin collecting CPE points
90 days prior to 1 Jan 2011.
Once the program opens the
credits can be added to the
individuals CompTIA profile.
CPE requirements can be

found at www.comptia.or/
DoDrenewal

DoD will pay the renewal fees
as long as your certifications
have been released through
DMDC at https://
www.dmdc.osd.mil/appij/
dwc/index.jsp.
MANAGERS: Please ensure
your personnel have released
their certifications through
DMDC.

CPE credit requirements:
Security+:
50 CPEs every 3 years

Network+:
30 CPEs every 3 years

A+:
20 CPEs every 3 years

Information Assurance Scholarship Program

The Information Assurance
Scholarship Program au-
thorized by Chapter 112,
title 10, United States Code,
is designed to assist in re-
cruiting and retaining highly
qualified personnel in the
field of Information Assur-
ance to meet the Depart-
ment of Defense’s informa-
tion technology require-

ments for national de-
fense and the security of
its information infrastruc-
ture. The IASP program
is now open. This office
is in the process of creat-
ing an ALARACT mes-
sage that details all docu-
mentation  requirements
required to participate in
the program. There are

three programs. The program
located at Fort McNair (iCollege)
is opened to civilian employees
(GS12 and above and military
members (0-4 and above). The
Air Force Institute of Technology
is open to civilian and military of
any grade and the Navy Post-
graduate school is opened to GS
-9 and higher and the is open to
E-4-E-9, WO1-CW4 and 0-1 and

Inside this issue:

COMPTIA CERTIFICATIONS

INFORMATION ASSURANCE
SCHOLARSHIP PROGRAM

IDENTIFYING YOUR IA WORK-
FORCE

VOUCHERS AVAILABILITY

COMPUTING ENVIRONMENT
CERTIFICATION

AWARENESS TRAINING

ATCTS NEW FEATURES

|A AWARENESS TRAINING NEW
INFORMATION V9-COMING
SOON

DOD INFORMATION CONCERN-
ING ANNUAL MAINTENANCE
PAYMENTS

Managers please recognize
and recommend your
highly motivated IA pro-
fessionals for this great
opportunity.
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Managers at the
organization
levels have the
option of adding
all of their Gen-
eral Users in
ATCTS. Please
fill out the Gen-
eral User import
spreadsheet lo-
cated on the
ATCTS home-
page under Com-
pliance Informa-
tion
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Identifying Your IA Workforce and Duty Appointment Orders

IA Workforce

All 1A workforce personnel
must be appointed on let-
ter/memo to their position.
Managers should continue
to focus on how IA work-
force personnel are cate-
gorized during validation
due to the fact that appoint-
ment letters are targeted
by inspection/assessment
teams to ensure personnel
are in valid 1A positions.

It may be difficult at times
to determine who should

be considered part of the
IA workforce when certain
job duties or titles do not
seem to necessitate this
“IA” categorization. There
is a checklist to help you
identify your IA workforce
personnel and categorize
them accordingly in the
ATCTS under Compliance
Information.

Appointment Letters
ATCTS user accounts that
do not have appointment
letters uploaded to the user

Exam Vouchers availability

This office is awaiting the de-
livery of the vouchers form the
certifying vendors. WE are
expecting the vouchers any
day now

Vouchers will be distributed
in the order the emails were
received once vouchers for
Security+, Network+, A+,
CISSP, CISM and CEH as
soon as we receive them
from the vendors. Please
be patient as we work
through this process.

ARE YOU CERTIFIED
AND TRAINED: Newly
appointed A personnel/hires
(civilians and military) have
six months from date of ap-
pointment to become trained
and fully certified. Personnel
that was working A functions
on 19 Dec 05 and thereafter
should already be certified
and trained

profile must remain
“unverified” until appoint-
ment letter has been added
with appropriate signature.
It is vital that appointment
letters document position
titte and the IA category
and level accurately. For
example, a designated po-
sition title of IAM would not
have the IA category and
level of IAT lll. Refer to
the IA Training and Certifi-
cation BBP for further guid-
ance. The BBP is located

Certification percentages: All
organization need try to meet
the 100% mandate. Below
are some goals.

0-50%: RED

51-80%: Amber

81-100%: Green

General Users with Privileged Access

Identifying your |A workforce
is not always black and white.
You may have general users
who do not work in a technical
IA position but have very lim-
ited user rights on their ma-
chine to add printers or start
wireless services when TDY.
ATCTS now has an option for
General Users with Local
Admin Privileges. This profile
assignment is for personnel
who are not considered part of
the |A workforce but have
local admin rights on their

machine only. When a new
user registers in the system as
a General User with Local
Admin, they will be required to
meet specific training require-
ments found in their profile,
however because they are not
part of the IA workforce, they
are not required to obtain a
commercial certification. Us-
ers with the position General
Users with Local Admin Privi-
leges will not be counted in 1A
workforce reports run from
ATCTS.
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Inactivated Accounts in ATCTS

When personnel PCS to
other duty stations, their
ATCTS accounts are
inactivated by the man-
ager of the unit they no
longer reside. ATCTS
managers have the abil-
ity to reactivate accounts
of in processing person-
nel by going through the
following steps:

1. Select your man-
agement tab

2. Above the list of
users, on the horizontal
gold bar click the "Find
and Move Users Here"
link

3. Type the user's
FULL AKO email ad-
dress and click Find
User

4. You will see the
user and their current
SC/FCIO and MACOM
structure

5. Select "Request
Move"

6. The move request
goes into a que for the
user’s previous organi-
zation to approve or re-
ject (within 24-48 hours).
Inactivated accounts will
be moved immediately.

“l can’t login to my
ATCTS account!”

Computing Environment Certification

As part of meeting DoD
8570.01-M Change 2 re-
quirement, all 1A personnel
in technical and CND-SP
positions must obtain at
least one Computing Envi-
ronment (CE) certifications
for the operation system or
tools/devices they maintain
as well as a baseline certi-
fication. All services and
agencies under DoD are
required to be at 100%
compliance for obtaining
certifications for the afore-

mentioned IA categories by
CY 2010 (31 Dec 2010).
Managers shall have their
technical/specialty person-
nel on a path to obtain CE
certifications if they have
not already done so.

All  certified personnel,
(civilian, contractor, and
military) are to release their
certifications through
DMDC as well as update
ATCTS on the certification
obtained. Currently the
DMDC system does not

Track CE certifications, there-
fore it will have to be manu-
ally updated by the ATCTS
manager in the interim.

The Navy has put together a
very good mapping of the
IAT computing environment
certifications. Please review
link below.

https://www.cool.navy.mil/
ia_documents/ia_iat_flow.htm

IA Awareness Training requirements

There are three steps that
must be accomplished in
order to complete the IA
Awareness training. Once
all steps are completed
the user will have two cer-
tificates, one the user can
sign and one signed by
the Fort Gordon, School of
Information Director, cur-
rently LTC Duncan. New
items that will be on the

next version of the IA

Awareness training:

1. New Social Network-
ing Information ad-
dressing DTM 09-026

2. New Field Bunker Vi-
gnette for Warfighters

3. lIssuance of using lap-
tops across differering
security domains

4. Updated PED topics to
include Bluetooth,
ipads, iphones

5. New “Scareware” infor-
mation

Computing Environment
Certification

DoD 8570.01-M Change 2




Points of Contact
E-mail: Group
Netcomiawip@conus.army.mil
Phyllis.bailey @us.army.mil
Doris.wright@us.army.mil
Patrice.belll @us.army.mil
Fax: 703-602-7195
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https://www.cool.army.mil/
index.htm

National Guard and Reserve Members

If you are a member of the National Guard or Reserves, you may be able to
receive Gl Bill reimbursement for licensing and certifications test fees. Quali-
fying members of the Guard and Reserve can now receive reimbursement of
up to $2,000 per test. The benefit has been available to Active Duty service
members through the GI Bill since 2002, and was extended to qualifying
members of the Guard and Reserve in January 2006. For more informa-

tion and

to find out whether you qualify for this benefit, please see the

Department of Veterans’ Affairs Licensing and Certification Brochure.

Cyber Directorate-Training Division
2530 Crystal Drive, 6th Fir
Arlington, VA 22202

HOPE THE UPDATES
ARE HELPFUL

https://atc.us.army.mil

Information Assurance Training & Certification
“More than a line on a resume. It’s the knowledge that secures the team.”

ATCTS updated features

The Army CIO G6, Cyber IA
continuously try to make proc-
esses easier for the user and
workforce |IA community. The
followings features were
added to the Army Training
and Certification Tracking
System on 14 Oct 2010.

1. ALL: Added an area to
upload appointment let-
ters for primary and addi-
tional/embedded IA duties

2. ALL: Added additional
information on the front
page regarding training
sites

3. Managers: New 8570.01
report which includes:
CE, OJT, documents up-
load status

4. Managers: New FISMA
report which includes the

CE number and percent-
age

Managers: Notes section
to a profile so that

A manager can leave
notes on a user’s pro
file and make those
notes appear in the
reports for a user

6. Managers: Can

send a list of vouchers
they purchased to
Netcomiawip group mail
box in a spreadsheet if
they wish to have them
uploaded and tracked in
ATCTS

Skillport Requests

Contractors requesting
skillport accounts must be
registered in the ATCTS.
An email from the govern-
ment POC must be accom-
panied with the skillport
registration form. Accounts
take approximately 3-4
days to process. When
inquiring about a submitted
form after four work days,
annotate in the Subject
Line: “STATUS” in all caps
so that we may quickly ad-
dress your issue.


http://www.gibill.va.gov/pamphlets/LC_brochure.pdf�
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The School of Informa-
tion Technology and the
Instructors at the
Enlisted, Warrant Officer
and Officer courses pull
individuals who are at-
tending the courses into
their ATCTS unit hierar-
chy in order to view
training completions.
This enables the instruc-

hierarchy. Please con-
tact Penny Thompson at
706-791-3655 or Joey
Gaspard at 706-791-
5137 if you are uncertain
if the individual is attend-
ing one of the courses
above. This is only for
individuals attending a
course at Fort Gordon,
GA.

Enlisted, Warrant Officer and Officer courses

tors to process voucher
request forms for their
students. This office re-
quest that organization
managers do not inacti-
vate or attempt to pull
those individuals back
under their organization

Helpful websites
Pending Accounts in ATCTS

https://iatraning.us.army.mil

-PII MANAGERS PLEASE PLEASE HELP US
-PED _ CHECK YOUR PENDING HELP YOU.
-Safe Home Computing ACCOUNTS IN ATCTS
-Phishing DAILY. THIS OFFICE
-Host of other courses CAN NOT CONTINUE TO
AUTHORIZE ACCOUNT
ACCEPTANCE FOR
https://ia.signal.army.mil YOUR COMMAND.

-IASO

-IA Awareness

-Mobile Training Team
schedule (POC Joey Gaspard

Training and Certification Working Group
at joey.gaspard@us.army.mil

The Training Division is in the process of re-establishing the
IA Training and Certification Working Group. We will be
conducting the sessions via DCO. Please provide name,
email address, organization and phone number of the JAPM
or IAM or their representative who would like to be apart of
the WG to netcomiawip@conus.army.mil. First meeting
with be around the end of November 2010.

https://vte.cert.org

-host of security training to
include Sec+, Net+, CISSP.
Registration required

https://usarmy.skillport.com



Sounding off— if
you think it's a good
suggestion send re-
sponses to your IAM/
IAPM. The IAM/IAPM
can consolidate and
provide this office the
overall response for
your brigade or com-
mand. The following
items are recommen-
dations from various
organizations. Please
let us know your
thoughts. Please
send your comments
to your IAM/IAPM.
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ATCTS recommended features from the IA Community

1. Eustis IAM: Require
General Users with
Admin Privileges sign a
PAA

2. FORSCOM: Create
an email to notify people
and their ATCTS man-
ager that they have 30
days to get appt orders
uploaded from date of
registration or they will
be automatically con-
verted to Gen User and
administrative privileges
inactivated.

3. Korea: Initially as-
sign General Users to

first-time registrants and
then allowing the ATCTS
managers to set the pro-
file to the correct IA posi-
tion level?

4. Korea: Add
“Volunteer employee in
the Occupational Spe-
cialty drop down menu
5. Fort Riley: Recom-
mend an email sent from
ATCTS to notify the user
that their signed AUP is
pass one year?

FROM the Office of
DoD OSD: RENEWAL
FEES FOR (ISC(2)

OSD will issue Annual Re-
new Fee (AMF) payments to
ISC2 in November 2010.
This payment will

cover 2010 AMF (long story
short the government con-
tracting office pays AMFs
late every year). If you've
already paid your 2010 AMF
ISC2 will try to reimburse
you for the payment you
made. In the future, do not
pay your AMF out of

pocket - DoD has an agree-
ment with ISC2 that grants
DoD personnel a grace
period for their AMFs so their
certification status' will not be
jeopardized

even if their payment is
past due so long as they
are correctly registered in
the Defense Workforce
Certification Web Applica-
tion (DWCA).

Commercial Certifica-
tion Sustainment Fees:
The Department of the
Army is moving to Con-
tinuous Education with all
of the Commercial Certifi-
cation vendors and a sus-
tainment fee will be paid
for all personnel with
CompTIA, ISC2, ISACA,
EC Council and SANs IA
baseline certifications.
DoD currently pays these

Fees, therefore, all
military and civil-

ian personnel need
to be registered in

the DWCA.
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