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Subject: ALARACT 284/2011 - COMPUTING ENVIRONMENT CE CERTIFICATIONS FOR THE ARMY INFORMATION
ASSURANCE IA WORKFORCE
Originator: /C=US/0=U.S. GOVERNMENT/OU=DOD/OU=ARMY/OU=ORGANIZATIONS/L=CONUS/L=WASHINGTON
DC/0U=DA PENTAGON TELECOMMUNICATIONS(UC)/OU=ALARACT RELEASE AUTHORITY(UC)
DTG: 0116587 Aug 11
Precedence: PRIORITY
DAC: General
To: /C=US/0=U.S. GOVERNMENT/OU=DOD/0OU=ARMY/OU=0ORGANIZATIONS/OU=ADDRESS LISTS/CN=AL
ALARACT (UC)

/C=US/0=U.S. GOVERNMENT/OU=DOD/0OU=AUTODIN PLAS/OU=AIG 6-AZ/OU=ALARACT
UNCLASSIFIED//
THIS MESSAGE HAS BEEN SENT BY THE PENTAGON TELECOMMUNICATIONS CENTER ON BEHALF OF DA
WASHINGTON DC//CIO G-6//

SUBJECT: COMPUTING ENVIRONMENT CE CERTIFICATIONS FOR THE ARMY INFORMATION ASSURANCE IA
WORKFORCE

REF/A/ DEPARTMENT OF DEFENSE (DOD) 8570.01-M, CHANGE 2, INFORMATION ASSURANCE WORKFORCE
IMPROVEMENT PROGRAM, 20 APRIL 2010.

REF/B/ARMY REGULATION (AR) 25-2, INFORMATION ASSURANCE, 23 MARCH 2009.

REF/C/ CIO/G6, CYBER DIRECTORATE, BEST BUSINESS PRACTICE ©5-PR-M-0002, IA TRAINING AND
CERTIFICATION, VERSION 4.0, 6 AUGUST 2010.

1. THIS ALARACT PROVIDES IA WORKFORCE COMPUTING ENVIRONMENT REQUIREMENTS AND GUIDANCE FOR
DEPARTMENT OF THE ARMY CIVILIAN, MILITARY AND CONTRACTOR PERSONNEL.

2. (U) THE PURPOSE OF THIS ALARACT IS TO INFORM THE IA COMMUNITY OF CHANGES TO THE CE
CERTIFICATION REQUIREMENT (PER REF A) AND PROCEDURES TO REQUEST ADDITIONS TO THE ARMY
TRAINING AND CERTIFICATION TRACKING SYSTEM (ATCTS) CE CERTIFICATION/CERTIFICATE OF TRAINING
LIST.

3. (U) DOD POLICY (REF A) MANDATES THAT ALL PERSONNEL IN INFORMATION ASSURANCE TECHNICAL
(IAT), COMPUTER NETWORK DEFENSE-SERVICE PROVIDER (CND-SP) (EXCEPT CND-SP MANAGER), AND
INFORMATION ASSURANCE SECURITY ARCHITECT AND ENGINEER (IASAE) POSITIONS WHO ALSO PERFORM IAT
FUNCTIONS MUST OBTAIN APPROPRIATE CE CERTIFICATIONS FOR THE OPERATING SYSTEM(S) AND/OR
SECURITY RELATED TOOLS/DEVICES THEY SUPPORT.

4. (U) DESCRIPTION OF CHANGE: THE PROPONENT FOR DOD 8570.01-M NOW ACCEPTS CERTIFICATES OF
TRAINING OR VENDOR CERTIFICATIONS TO FULFILL THE CE REQUIREMENT. DOD WILL POST THE FOLLOWING
TEXT TO THE INFORMATION ASSURANCE SUPPORT ENVIRONMENT (IASE) WEBSITE ON THE FREQUENTLY ASKED
QUESTIONS (FAQ) PAGE UNTIL DOD 8570.01-M IS UPDATED. "IF YOU ARE AN IAT OR CND-SP AND HAVE
PRIVILEGED ACCESS, YOU MUST OBTAIN TRAINING FOR THE OPERATING SYSTEM AND/OR SECURITY RELATED
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TOOLS/DEVICES YOU SUPPORT AS REQUIRED BY YOUR ORGANIZATION. A CERTIFICATE OF COMPLETION FROM
A COMPONENT AUTHORIZED TRAINING COURSE THAT MAPS THE ASSOCIATED CURRICULUM/LEARNING
OBJECTIVES TO THE POSITION REQUIREMENTS IS ACCEPTABLE TO MEET THIS REQUIREMENT." EXPECTED
UPDATE TO THE FAQ PAGE IS NO LATER THAN 30 SEPTEMBER 2011.

5. (U) THE GUIDANCE CONTAINED IN THIS ALARACT WILL BE INCORPORATED INTO THE NEXT VERSION OF
AR 25-2 AND THE IA TRAINING AND CERTIFICATION BEST BUSINESS PRACTICE. THE LIST OF ARMY
AUTHORIZED CE CERTIFICATIONS AND TRAINING COURSES IS AVAILABLE ON ATCTS AT
HTTPS://ATC.US.ARMY.MIL. A COMPLETE LIST IS POSTED ON THE ATCTS HOME PAGE AND CAN BE FOUND
BY CLICKING THE DOCUMENTS BUTTON. THE LIST WILL BE UPDATED QUARTERLY.

6. (U) EXECUTION: REQUESTS FOR ADDITIONAL TRAINING COURSES FOR OPERATING SYSTEMS, DEVICES
AND/OR TOOLS SHALL BE SUBMITTED BY THE COMMAND INFORMATION ASSURANCE MANAGER (IAM) OR
INFORMATION ASSURANCE PROGRAM MANAGER (IAPM). THE IAM/IAPM SHALL COMPILE ALL REQUESTS AND
SUBMIT THEM TO THE CIO/G-6 CYBER DIRECTORATE USING THE APPLICATION "TO ADD A COMPUTING
ENVIRONMENT CERTIFICATION" LOCATED ON THE ATCTS HOME PAGE. ORGANIZATION AND NETWORK
ENTERPRISE CENTER MANAGERS ARE AUTHORIZED TO USE CERTIFICATE OF TRAINING AND/OR INDUSTRY
CERTIFICATIONS TO MEET THE CE REQUIREMENT.

7. (U) CIO/G-6 CYBER DIRECTORATE REQUIRES:

7.1. ALL TECHNICAL PERSONNEL IN THE INFORMATION ASSURANCE TECHNICAL LEVEL THREE (IAT3)
CATEGORY MUST OBTAIN A COMMERCIAL CE CERTIFICATION (NOT JUST A CERTIFICATE OF TRAINING).

7.2. NO LESS THAN TWO TECHNICAL PERSONNEL (IAT1 AND IAT2) AT EACH NEC, SYSTEM OR
ENCLAVE (TO INCLUDE PROGRAM-MANAGED INFORMATION SYSTEMS) MUST OBTAIN A COMMERCIAL CE
CERTIFICATION (NOT JUST A CERTIFICATE OF TRAINING) FOR THE SYSTEMS THEY ADMINISTER/MAINTAIN
(OPERATING SYSTEM, NETWORK EQUIPMENT, BOUNDARY DEFENSE, ETC.). ORGANIZATION MANAGERS SHALL
DECIDE WHICH INDIVIDUALS REQUIRE CERTIFICATION.

8. (U) DURATION: THIS ALARACT IS EFFECTIVE UPON RELEASE.
9. (U) POINTS OF CONTACT FOR THIS ALARACT ARE: MR. JAMES LORD, JAMES.C.LORD4.CIV@MAIL.MIL OR

703-545-1650; MS. PHYLLIS BAILEY, PHYLLIS.E.BAILEY2.CIV@MAIL.MIL OR 703-545-1698; AND MS.
PATRICE BELL, PATRICE.BELL1.CTR@MAIL.MIL OR 703-545-1613.

10. (U) THIS ALARACT EXPIRES ONE YEAR FROM PUBLICATION DATE.



