FedVTE Course Library

Advanced PCAP Analysis and Signature DeV 1 HOUF......cooccuveeeeiieiiiiiiieeeeee et eenrreeees 3
ArtifaCt ANGIYSIS 1 HOUN ..uuiiieiiiii ittt e e e e e e e e e eeabbraeeeeeesesnsbaeereeeeeens 3
Basic Network Traffic ANalysisS 5 HOUIS.....uueiiii ittt e e e e e anr e 4
(00 Y Yol U A 7 o [ 18 | RS 4
Centaur SiLK Traffic ANAlySisS 7 HOUFS....coiiiiiii ittt e s 4
Certified Ethical Hacker (CEHVE) 45 HOUTS.....uuueiiiiiiiiiiieeeiee e eeciiirreeeeeeesessireeeeeeeessssnsaresesesssnnnns 4
Certified Ethical Hacker (CEHV7) 21 HOUTS....uuuuiiiiiiiiiiiieeiiee e eeciireeee e e e eesiraeee e s e e sesnsbaseeesessennns 5
CiSCO NEtWOIK SECUIEY 1 G HOUIS uvveiiieiiiiiiirieeiee ettt ee e e eetrer e e e e e e seabbaeeeeeeesseasabereseeessennnes 5
CiSCO NEtWOIK SECUILY 2 G HOUIS cuvveeiiiieiiiiiieeeie ettt eeerrer e e e e e e eeraabreeeeeeessenastbareseeessennnns 5
COMPTIA A+ Prep 20 HOUIS .ttt re e e e e e e e e ettt ee s e e e e e e e aaabaaaeeseeeeeneeannnnn 5
CompTIA A+ 220-801 Certification Prep 12 HOUIS....cocccuurieeiee ettt eevnrre e e e e 5
CompTIA A+ 220-802 Certification Prep 11 HOUFS....cccuiiiiiiiiiee et 6
*CompTIA CASP Certification Prep 20 HOUIS ....cccuviiiiieeiiiieciee ettt 6
CompTIA Network+ Certification Prep 17 HOUIS c.ccooeeeeiiiieeee ettt e e 6
CompTIA Security+ (SY0-301) Prep 32 HOUIS.....uuiieeeieeee et ceteee et sveee e et e e e e e e e 6
Cyber Risk Management for Managers 11 HOUIS .....coocvvvieeieiiiiiiiiiieeeeee et eeenrneeeeeee e 6
Cyber Risk Management for Technicians 11 HOUIS ...ccccvviieiiiiiiiiiieeeeee et eevrreee e e 7
Cyber Security Compliance Validation (CCV) 8 HOUIS......uuieieiiiiieiiieeeeee et eeenrreeeee e 7
Cyber Security Overview for Managers 6 HOUIS.......cocccuiieeieeiee et eetrrreee e e rnae e e e e e e 7
Demilitarized Zone (DMZ) With IDS/IPS G HOUIS .....vvvierieeeiee et ectee ettt et eree v 7
DISA ACAS VErsion 4.6 32 HOUIS .cciiiiiiiiiiiieiei ittt r e e e s e nrane e 7
DISA ACAS Version 4.0 32 HOUIS c...uviiiiiiiiiie ittt ittt s e e s e s e s srae e e s 7
DISA HBSS Admin MR4 (2012 Version) 32 HOUIS.....uuuueiiiiiiiiiiiiiieeeeeeeieiiireeeeeeeeeesssveeerseessesnsnnns 8
DISA HBSS Admin MR5 (2013 Version) 32 HOUIS......uuveeiieiiiiiiiiiieeeeeeeieeiirreeeeeeeesesnsneeeeeeeeessnnnnnns 8
DISA HBSS Advanced MR4 (2012 Version) 32 HOUIS ...ciiccuiieeiiirieeecciiee e esieeeeeevee e svae e e saneea e 8
DISA HBSS Advanced MR5 (2013 Version) 32 HOUIS ..ueeieeieeieciiiiieeeeeeeeeccireeeeeeeeeesennneeeeeeeeeennnns 8
DISA HBSS Compliance with CND Directives 1 HOUF ....ccooccviiiiiiiiieiiiieeeciieee et 8
DISA HBSS Management ROIES 1 HOUK . ....uiiiiiiiiiiiiiiiis ettt e sttt e s e siae e e s siaaee e 8
DISA HBSS Supplemental Content 1 HOU.....oooi it 9
DISA SIM (Security Information Manager) 3 HOUIS .....ceecciiieieiiiiee ettt e e eaee e 9
DISA Symantec Endpoint Protection 12.1 32 HOUIS .....uuuuuuuruiuiiniiiiiiinririrnrsrersrsrsrererersrerereree...n. 9
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DISA Vulnerability Management System (VIMS) 16 HOUIS......cccuvveeeieeiiiiiiiireeeeeeeeeciiineeeeeeeeeeanns 9

DNSSEC Training WOrkShOP 2 HOUFS......uuiiiieeeieecitieeee ettt ee e e eetrrree e e e e e e snnnaeee e e e e e e e ennnnees 9
DoD IA Boot Camp 12 HOUFS .eeeeeiiie 9
DOD NetOps 100 and 200 4 HOUIS ...uveeiiiieieeeiiiteeesiiteesssiteeesstteeessiiaeessssbaeessssseeessnasseesssssseeens 10
Einstein SiLK Traffic ANAlySis 7 HOUIS....ccuiiiiiiiiiie ettt 10
Email Authentication Workshop 4 HOUIS ...ccceiieeeiiieeeee ettt erre e e e e e 10
Emerging Cyber Security Threats (2010) 13 HOUIS ....ceiiiciiiieeciiiee et 10
INSIdE BOTNELS 3 HOUIS.....eiiiiiiiiieeeeccee e s s 10
Internet Security FUNDAmMeENtals 3 HOUIS ..uuiiiiiiiiiiieeee ettt eeerrrer e e e 11
Introduction to HTTP/HTTPS ANalysis 2 HOUIS ......eeeiviieeieeeeteeeceteeectee ettt et eenee e 11
Introduction to Insider Threat 5 HOUIS ....c.eiiiiiiiiiiieecee e 11
Introduction to Investigations of Digital Assets 4 HOUIS .......ooccveiiiiiieeiiiiiiiee e 11
INtroduction TO IPVE 5 HOUIS ...coiiiiiiiiiiceeeee ettt 11
Introductory Control Systems Security (ICSST) 6 HOUIS .....ceeeciiieeieiiiie e 11
IPVE SECUINITY L HOUL cuuviiiiiiiiiiiiiiiiiiiiitiittitrereseeeseseeeeeeseeeseeeeeeesessssssessssessseseseseseseseeeteseeesaeeeaeaeeanes 12
ISACA Certified Information Security Auditor 21 HOUIS ....cooccuvivieiieiiieiiiiieeeee et e 12
ISACA Certified Information Security Manager 18 HOUIS.....cccvvveviieiiiiciiiieeeeecceeeiireeeeee e 12
ISACA Certified Information Security Manager 2013 11 HOUIS ....eeeeeeevcciirreeeeeeeeeerreeeeeeee e 12
(ISC)2™ CAP (R) Prep 10 HOUIS..uuvveieeeeiieeirireeeeeeeeeectirtee e e e e eesetareeeeeeeseeennsssaseeeeseseanssaseessessennes 12
(ISC)2™ CISSP Certification Prep 20 HOUIS ....ccccuviiieeiiee e ettt e et e e atee e e are e e e anae s 13
(ISC)2™ CISSP (R) Certification Prep Version 2 27 HOUIS ......ceeceiieeeeciieee e e 13
(ISC)2™ CISSP Concentration: ISSAP 15 HOUIS .....coiveuiiieiieiieeieiiieeeee e eeciireeee e eenbaveee s e e e eenans 13
(ISC)2™ CISSP Concentration: ISSAP 2013 17 HOUIS c...uuveeeieeeeeiiiirrieeeeeeeeeentreeeeeeessennnrereneeeseens 13
(ISC)2™ CISSP Concentration: ISSEP 12 HOUIS .....coieeiiiieeieeieeicirieeeee e e eeeirereee e e e eeennnneeeeseeeeennns 13
(ISC)2™ CISSP Concentration: ISSIMP 13 HOUIS ....cccoeccviireeeeeeeeccirreeeeeeeeeeinreeeeeeeeeeeanrreeeeeeeeens 13
(ISC)2 CISSP Concentration: ISSMP 2013 15 HOUIS .....uuviieiieeeeiiciireeeeeeeeeecirreeeeeeeeeerrreeeeeeeeens 14
*(1SC)2 Certified Secure Software Lifecycle Professional 20 HOUIS........cccoveeevciiiececiiieeceeee. 14
(ISC)2™ Systems Security Certified Practitioner 16 HOUIS......ccccccviverieeiiieecieccee e 14
Linux Operating System SECUrity O HOUIS......uuviiiiiiiiiiiiiiiiiiiiiiiiersrerrreereeeeeseeeeereseeeseeeessesessssesseees 14
MalWare ANAlYSIS 12 HOUIS.....uiiiee ettt e e e e e s et e e e e e e s eenaraaeeeeeesennnnrenens 14
MODIIE SECUNILY 19 HOUIS . .uvitieiieeiieieireeeee ettt e e st e e e e e s esaabareeeeeesseasbraseeseessennnsrenens 14
Monitoring for INSider TAreat 6 HOUIS......uvviiiiiiiitieeiec ettt e e e e e eaanees 15
Network Monitoring with Open Source Tools 5 HOUIS ....oovvieiiiiiiiiieeecee e 15
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Networking FUNDamentals 3 HOULS c.ccuvviiiiiiei ittt e e enrrree e e e e e e aanaees 15

Octave S HOUIS . 15
Penetration TESTING 14 HOUIS ..ot e e e e e e e e et e e e e e e e s e e eaaaaeeeeeaaeenes 15
Python Scripting fOr SILK 3 HOUIS.....uiiiiiiiieiciiie sttt siae e s saa e e s s sbaeee s 16
RaD-X 101 for CND ANAlyst 6 HOUIS ...ciiiiiiiiiiiiiiee ettt e et e et e e s siaa e e s s aaae e e s naaeee s 16
RaD-X 301 for CND ANalyst 6 HOUIS.......uuiiiiieei ittt s e e re e e e e e e 16
Reverse ENgiNeering 101 B HOUIS ....uuuuviiiiiiiiiiiiiiiiiiiitieirreeeeeseeeeeeseeeseseeeeesesessssssssssssssseseseseseseseees 16
Software Assurance for Executives 10 HOUPS .....cccueivieeiiiiiieeiieeieeee e 16
SUPPIY Chain AWAIrENESS 1 HOUL ...uuviieeiieiiiiiiiirieeeeeeeeeeirree e e e e e e senttreeeeeeeseesnsbsaeseeeessesssssrareeesens 17
Supply Chain Risk Management AWareness .5 HOUT ....cccveeiiiiiiiiiiieieeeee e eerreee e 17
2012 US—CERT TM Technical Wrting 3 HOUIS c.cccoiiiciiieeiee ettt e e vnraee e e e e e 17
US-CERT TM Incident Handler 40 HOUIS .....coouiiiiiieiiiieiiieesiee ettt 17
US-CERT TM Malware ANalysis 7 HOUIS ....uiiiiiiiiieieiiee ettt sitee sttt e e s e s s e e s saaeee s 17
US-CERT TM Malware Analyst 8 HOUIS ......cciiiiiiiiiieeee ettt eestreee e e eveee e e e e e e 17
US-CERT TM Network Analyst 30 HOUFS ...coeiie ittt e eecreee e e e e snrre e e e e e e e nnnees 18
Using Linux for ANalysis (ULA) 4 HOUIS ...vvveiiieiiiiiiieeieceeceecirteee e e eesitreeee e e e e e ssarnreeseesesesnsnnnens 18
Wi-Fi Communications and Security 9 HOUIS ...coooeeiiiiiieie e 18
Windows Operating System SecUrity 16 HOUIS ......cocccuviiiieieeicecieeeee et eerreee e e e 18
Advanced PCAP Analysis and Signature Dev 1 Hour

The Advanced PCAP Analysis and Signature Development (APA) course takes users through an
introduction to rules, goes over example syntax, protocols and expressions. This course
contains several supporting video demonstrations as well as lab exercises writing and testing
basic rules.

Artifact Analysis 1 Hour
This module is designed for technical staff who are interested in understanding more about the
process and techniques for malware analysis (also called artifact analysis). It provides an
overview of the different types of malware analysis activities.
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Basic Network Traffic Analysis 5 Hours
This course addresses network security from the traffic analysis perspective. Topics include
What is Network Security, Why Should You Care About Network Security, Implementing
Network Security, and several topics on protocols and DNS. This course includes several
supporting video demonstrations, lab exercises, and a final quiz.

CCNA Security 34 Hours
The CCNA Security course is aimed at those who already have experience with routers and basic
level networking skills, and those who may be interested in taking the CCNA Security exam.
Content covered in the CCNA Security course include protocol sniffers, analyzers, TCP/IP,
desktop utilities, Cisco I0S, the Cisco VPN, a Cisco simulation program called Packet Tracer, and
some web-based resources. Students will get an in-depth theoretical understanding of network
security, knowledge and skills designed to implement it.

Centaur SiLK Traffic Analysis 7 Hours

This course is designed for analysts involved in daily response to potential cyber security
incidents, and who have access to the CDC environment. The course begins with an overview
of network flow and how the SiLK tools collect and store data. Then, there is a section specific
to the Centaur environment. The basic SiLK tools are covered next, giving the analyst the ability
to create simple analyses of network flow. Advanced SiLK tools follow, and cover how to create
efficient and complex queries. The course culminates with a lab where students use their new
skills to profile a network.

Certified Ethical Hacker (CEHv6) 45 Hours
The CEHv6 certification prep course prepares students to sit for the EC-Council Certified Ethical
Hacker certification exam. This course contains not only the lecture material to help the
student broaden their knowledge of techniques such as enumeration, scanning and
reconnaissance, but contains several demos and labs to improve skills and experience. Topics
include active and passive reconnaissance, hacking laws, Google hacking, social engineering,
packet capture and scanning. The course then moves on to exploitation of several types and
threats and how to cover your tracks. The course concludes with a 100-question practice exam.
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Certified Ethical Hacker (CEHv7) 21 Hours
The CEHv7 certification prep course prepares students to sit for the EC-Council Certified Ethical
Hacker certification exam. This course contains not only the lecture material to help the
student broaden their knowledge of techniques such as enumeration, scanning and
reconnaissance, but contains several demos and labs to improve skills and experience. Updates
to v7 from v6 include several new tools and how to use them to perform various techniques.
Topics include active and passive reconnaissance, hacking laws, Google hacking, social
engineering, packet capture and scanning. The course then moves on to exploitation of several
types and threats and how to cover your tracks. The course concludes with a 100-question
practice exam.

Cisco Network Security 1 9 Hours
This is the first of two courses focusing on network security in Cisco products such as routers,
switches, and firewalls. The course introduces network security, vulnerabilities, threats,
attacks, attack examples and vulnerability analysis. The course includes several reinforcing
video demonstrations.

Cisco Network Security 2 9 Hours
This is the second of two courses focusing on network security in Cisco products such as
routers, switches, and firewalls. Topics in this course include intrusion detection and
prevention, encryption and VPN technology, configuring VPNs, secure network architecture,
and PIX contexts, failover and management. Several reinforcing video demonstrations are
included with this course.

CompTIA A+ Prep 20 Hours
This certification prep course prepares students to sit for the CompTIA A+ certification exam as
well teaches valuable lessons to the student that can be used in the workplace. The A+
certification is described as being the starting point for a career in IT. The exam covers
maintenance of PCs, mobile devices, laptops, operating systems and printers. This certification
prep course includes several reinforcing video demonstrations and hands-on labs.

CompTIA A+ 220-801 Certification Prep 12 Hours
The A+ 220-801 Certification Prep Self-Study is an introductory course presenting domain
knowledge and objectives for the five domains featured in the A+ 220-801 portion of the A+
certification exam.
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CompTIA A+ 220-802 Certification Prep 11 Hours
The A+ 220-802 Certification Prep Self-Study course is for entry-level IT professionals with at
least 12 months experience in the field. Knowledge required for A+ candidates include
installation, configuration, and maintenance of devices, PCs, and software for end users. This
course contains materials for the four A+ 802 domains to aid the candidate in exam
preparation.

*CompTIA CASP Certification Prep 20 Hours
This certification prep course helps to prepare students to sit for the CompTIA CASP CAS-001
certification exam by covering technical knowledge and skills required in designing and
engineering secure solutions in enterprise environments. A broad spectrum of security
disciplines are discussed to help with critical thinking when considering secure enterprise
solutions and managing risk.

CompTIA Network+ Certification Prep 17 Hours
CompTIA’s Network+ certification prep course was developed for the current Network+ exam
code N10-005. Topics covered on the Network+ N10-005 exam as well as in this FedVTE prep
course include network technologies, installation and configuration, media and topologies,
management and security. This certification prep course includes video demonstrations,
practice exam, and hands-on labs.

CompTIA Security+ (SY0-301) Prep 32 Hours
This certification prep course prepares students to sit for the CompTIA Security+(SY0-301)
certification exam as well as teaches concepts and techniques that are valuable to the
workplace. Topics covered in the course, and competencies tested on the exam include
network security, compliance and operational security, threats and vulnerabilities, application,
data and host security, access control and identity management, and cryptography. This
certification prep course includes several reinforcing video demonstrations and hands-on labs
as well as a practice quiz.

Cyber Risk Management for Managers 11 Hours
Cyber Risk Management for Managers covers key concepts, issues, and considerations for
managing risk from a manager’s perspective. Discussions include identifying critical assets and
operations, a primer on cyber threats and how to determine threats to your business function,
mitigation strategies, and concluding with response and recovery.
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Cyber Risk Management for Technicians 11 Hours
This course presents the concept of managing cyber risk from a technical perspective. An
overview of cyber risk management opens the class, followed by foundational material on
conducting a risk assessment such as threats, vulnerabilities, impacts, and likelihood. Various
technical methods for conducting a risk assessment are presented, to include vulnerability
assessments and penetration tests, with a focus on continuous monitoring of security controls
and how to assess those security controls using the National Institute of Standards Special
Publication 800-53 and 800-53a as a guide.

Cyber Security Compliance Validation (CCV) 8 Hours
This course introduces the Cybersecurity Compliance Validation (CCV) assessment processes,
team roles and responsibilities, and the technical criteria that is used as the basis for assessing
US Federal Departments/Agencies. The course contains supplemental demonstrations and a
senior management briefing.

Cyber Security Overview for Managers 6 Hours
Cyber Security Overview for Managers is designed for managers and other stakeholders who
may be involved in decision making regarding their cyber environment but do not have a strong
technical background. Discussions will not focus on specific technologies or implementation
techniques, but rather cyber security methodologies and the framework for providing a
resilient cyber presence. The course aims to help managers better understand how people and
devices work together to protect mission critical assets and more effectively evaluate their
cyber posture.

Demilitarized Zone (DMZ) with IDS/IPS 9 Hours
This course introduces the concept of a network Demilitarized Zone (DMZ) and the security
benefits it can provide. Best practices for designing and implementing a DMZ is followed with a
section on IDS and IPS systems that includes an in-depth look at SNORT for network monitoring.
The course concludes with log analysis and management best practices.

DISA ACAS Version 4.632 Hours

This course is intended for Operators and Supervisors of ACAS within the DOD. It has been
updated from the previous version to include training specific to the latest DISA baseline, 4.6.
The ACAS course contains 40 demonstrations, 10 hands-on labs, 57 lectures, and a quiz that
users must pass to receive their certificate of completion.

DISA ACAS Version 4.0 32 Hours
This course is intended for Operators and Supervisors of ACAS within the DOD. The ACAS course
contains 31 demonstrations, 10 hands-on labs, 74 lectures, and a quiz that users must pass to
receive their certificate of completion.
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DISA HBSS Admin MR4 (2012 Version) 32 Hours
This 32 hour DISA Host Based Security System Course is mandatory for all administrators of the
HBSS MR4 baseline within the DOD. The HBSS course contains 29 demonstrations, 18 hands-on
labs, 63 lectures, and a quiz that users must pass to receive their certificate of completion.

DISA HBSS Admin MR5 (2013 Version) 32 Hours
In this course, students learn to use the Department of Defense’s Host Based Security System.
Students will have access to 25 modules of lectures and 23 hands-on lab assignments. A course
quiz is presented at the end and must be passed in order to receive the final course completion
certificate. DOD HBSS Administrators are required to complete this course per DOD STIGs.

DISA HBSS Advanced MR4 (2012 Version) 32 Hours
This 32 hour DISA Host Based Security System Course is a follow-on from the Admin version of
the course and introduces new products and advanced topics. It is intended for administrators
of the HBSS MR4 baseline within the DOD. The HBSS course contains 20 demonstrations, 18
hands-on labs, 49 lectures, and a quiz that users must pass to receive their certificate of
completion.

DISA HBSS Advanced MR5 (2013 Version) 32 Hours
In this course, students learn to use the Department of Defense’s Host Based Security System
beyond what they have already learned in the administrator version of the course. Students
will have access to 25 modules of lectures and 15 hands-on lab assignments. A course quiz is
presented at the end and must be passed in order to receive the final course completion
certificate. Course topics include McAfee’s Solidcore Application and Change control, Policy
Auditor, and Data Loss Prevention products.

DISA HBSS Compliance with CND Directives 1 Hour
This course is intended to aide in the understanding of USCYBERCOM OPORD 12-1016 and how
to use HBSS as a CND tool in day to day operations. The first module will provide an overview
of the OPORD, specific requirements and explanations, an introduction to the enhanced
reporting dashboards, resources, and a quick review. The second module within this course will
demonstrate compliance with the OPORD using the enhanced reporting capabilities.

DISA HBSS Management Roles 1 Hour
This 1 hour DISA Host Based Security System Course includes an introductory module designed
to familiarize those without previous knowledge of HBSS to the components of the system and
how the DOD is using it. It also includes a module that will instruct those in management roles
how to maintain compliance with HBSS directives, as well as, support some of their other
responsibilities using components of the system.
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DISA HBSS Supplemental Content 1 Hour
This 1 hour DISA Host Based Security System Course includes a quick introduction to provide
HBSS administrators’ senior leaders with the information necessary to champion HBSS within
their organization. It also provides administrators with multiple modules that provide scenario-
based training covering topics that did not make it into the admin or advanced courses.

DISA SIM (Security Information Manager) 3 Hours
This 3 hour course is intended to provide students with an overview of DISA’s SIM program and
its primary tool — ArcSight ESM. It will describe how to gain access, log in, analyze events,
create dashboards and reports, and create content. The course contains a lab that allows
students to interact with the system and a quiz that must be passed before the student can
obtain a completion certificate.

DISA Symantec Endpoint Protection 12.1 32 Hours
This course provides the information necessary to install, configure, and maintain DISA’s
Symantec Endpoint Protection version 12.1 within the Department of Defense. Students will
access 67 lectures and 12 hands-on lab assignments.

DISA Vulnerability Management System (VMS) 16 Hours
This course presents DISA's Vulnerability Management System and how it automates
vulnerability tracking through a relational database and online web views providing a
centralized repository for vulnerability status information and policy compliance information.
Students will access 5 lectures, 25 demonstrations, and 3 hands-on lab assignments.

DNSSEC Training Workshop 2 Hours
This course covers the basics of DNSSEC, how it integrates into the existing global DNS and
provides a step-by-step process to deploying DNSSEC on existing DNS zones. Topics include
DNSSEC introduction, DNSSEC mechanisms, signing a zone, delegation signer (DS) RRs, setting
up a secure resolver, server operational considerations and DNSSEC conclusions. Video
demonstrations supplement this training.

DoD IA Boot Camp 12 Hours
The DoD IA Boot Camp is an in-depth study program designed so students may successfully
perform their duties as IA professionals, to include Information Assurance Managers,
Information Assurance Officers, or System Administrators with IA duties. This course will
provide the student with DoD policy, guidance as related to law, policy, technical
implementation guidance, documentation requirements, and references necessary to support a

successful DoD IA program.
**This course is only available to accounts within the DoD community and DoD child communities
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DoD NetOps 100 and 200 4 Hours
The DoD NetOps 100 (NetOps Overview) course is designed to give students an understanding
of where DoD is driving and why it is important to have a joint perspective. NetOps 200
(NetOps Applied to GIG Operations) provides an overview on some of the tools, technologies,
and architectures. Topics include evolution of NetOps, Net-Centric Operations & Warfare
(NCOW), Global Information Grid (GIG), elements of NetOps and GIG command and control
requirements.

Einstein SiLK Traffic Analysis 7 Hours
This course is designed for analysts involved in daily response to potential cyber security
incidents, and who have access to the Einstein environment. The course begins with an
overview of network flow and how the SiLK tools collect and store data. Then, there is a section
specific to the Einstein environment. The basic SiLK tools are covered next, giving the analyst
the ability to create simple analyses of network flow. Advanced SiLK tools follow, and cover
how to create efficient and complex queries. The course culminates with a lab where students
use their new skills to profile a network.

Email Authentication Workshop 4 Hours
This curriculum provided by Online Trust Alliance (OTA) includes an overview of the issues and
standards of email with detailed discussion focusing on implementing and testing Sender Policy
Framework (SPF) and Domain Keys Identified Mail (DKIM). Topics include an email
authentication workshop introduction, securing the email channel, OTA recommendations —
email authentication and deployment guide, case studies and context and resources.

Emerging Cyber Security Threats (2010) 13 Hours
This course covers a broad range of cyber security elements that pose threats to your
information security posture. The various threats are covered in detail followed by mitigation
strategies and best practices. Topics include cyber security policy, knowing your enemy, mobile
device security, cloud computing security, Radio Frequency ldentification (RFID) security, LAN
security using switch features, securing the network perimeter, securing infrastructure devices,
security and DNS and IPv6 security. Video demonstrations are included throughout to reinforce
concepts.

Inside Botnets 3 Hours
This course is an introduction to botnet technologies and motives. The course begins with an
introduction and works into the architecture, coordination, and how botnets are operated.

Also covered are current trends in botnet technology and how to defend against botnets.
Besides several chapter review quizzes, a lab exercise is included that walks students through
the process of building and controlling a botnet, and executing attacks against other hosts.
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Internet Security Fundamentals 3 Hours
The Internet Security Fundamentals course begins with an overview of how the Internet works
and an introduction to security. Students also receive an overview of the OSI Reference Model,
network routing, IPv4, and DNS concluding with a “How the Internet Works” quiz.

Introduction to HTTP/HTTPS Analysis 2 Hours
The purpose of this module is to explain the HTTP and HTTPS protocols, to demonstrate attacks
using these protocols, and to provide experience in analyzing these attacks. Topics include an
introduction to HTTP-HTTPS analysis, purpose of HTTP, HTTP protocol, examples of HTTP
request and response, state in HTTP, HTTPS protocol, detecting and analyzing attacks, using
packets, Wireshark: SiLK Analysis Start Rwfilter, types of attacks, information gathering, server
behavioral analysis, packet-based detecting gathering, flow-based detecting gather, log-based
detecting gathering, cross-site scripting, packet-and-flow-based detecting XSS, Cross-Site
Request Forgery (CSRF), scope of CSRF attacks, detecting and preventing CSRF, SQL injection
definition and scope, blind SQL injection, fingerprinting SQL database, detecting SQL inject, CGI
BIN attacks, HTTP response splitting and HTTP request smuggling. Video demonstrations, a lab,
and a quiz are part of the training.

Introduction to Insider Threat 5 Hours
The insider threat course introduces what insider threat is, types of threats posed, who the
malicious insiders are, and insider threat mitigation. There are several exercises reviewing
insider IT sabotage as well as several insider threat case studies.

Introduction to Investigations of Digital Assets 4 Hours
This course is designed for technical staff who are new to the area of Digital Media Analysis and
Investigations. It provides an overview of the digital investigation process and key activities
performed throughout the process and various tools that can be used to perform each activity.

Introduction to IPv6 5 Hours
This class provides a brief primer on IPv6. It covers the features of IPv6, compares it to IPv4, and
describes security features in detail. It covers transition strategies and finishes with demos of
the suite on various operating systems and includes a hands-on lab.

Introductory Control Systems Security (ICSST) 6 Hours
The Introduction to Control Systems Security is a DHS course that discusses the vulnerabilities
of SCADA systems, the impact if those vulnerabilities were exploited, how to recognize and
report a cyber-incident, and mitigation approaches. Reinforcing demos are included in this
course as well as a Control System Security Program Overview and FAQ.
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IPv6 Security 1 Hour
This presentation addresses IPv6 security. Topics include concepts, threats, network
reconnaissance, network recon mitigation strategies, network mapping, network mapping
mitigation strategies, neighbor discovery, attacks, attack mitigation strategies, tunneling,
tunneling mitigation strategies and best practices. The presentation has several reinforcing
video demonstrations.

ISACA Certified Information Security Auditor 21 Hours
The ISACA Certified Information Security Auditor (CISA) certification prep course prepares
students to sit for the CISA certification exam as well as provides the students with training
assets to strengthen their audit, control, and monitoring skills to apply to their information
technology and business systems. Topics include introduction to the IS audit process,
introduction to IT governance, project management, IS operations and service management,
introduction to information security management, introduction to business continuity and
disaster recovery planning. Video demonstrations and an exam are part of the training.

ISACA Certified Information Security Manager 18 Hours
The ISACA Certified Information Security Manager (CISM) certification prep course prepares
students to sit for the management-focused CISM exam as well as strengthens their
information security management expertise through the in-depth courseware and reinforcing
demonstrations. Topics include CISM introduction, information security governance,
information risk management, information security program development, information security
program management, incident management and response. Video demonstrations and a quiz
are included in the training.

ISACA Certified Information Security Manager 2013 11 Hours
The ISACA Certified Information Security Manager (CISM) 2013 certification prep course self
study prepares students to sit for the management-focused CISM exam as well as strengthens
their information security management expertise through the in-depth courseware, reinforcing
demonstrations, and final quiz. The course covers topics from the four domains featured in the
CISM certification: Information Security Governance, Information Risk Management and
Compliance, Information Security Program Development and Management, and Information
Security Incident Management.

(ISC)2™ CAP (R) Prep 10 Hours
This certification prep course, complete with a 100-question practice exam, is designed to help
prepare students for the (ISC)2 CAP — Certified Authorization Professional certification exam as
well as strengthen their knowledge and skills in the process of authorizing and maintaining
information systems. Topics include understanding security and authorization of information,
categorizing information systems, selecting security controls, implementing security controls,
assessing security controls, authorizing information systems and monitoring security controls.
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(ISC)2™ CISSP Certification Prep 20 Hours
The (ISC)2 Certified Information Systems Security Professional (CISSP) certification prep course
confirms an individual’s knowledge in the information security field. The objectives for the
CISSP certification exam were updated in the first quarter of 2012, so the FedVTE course update
reflects the new CISSP objectives and the ten domains upon which the exam is based. This
course also includes hands-on labs.

(ISC)2™ CISSP (R) Certification Prep Version 2 27 Hours
This certification prep course, complete with practice quizzes for each domain as well as a 100-
guestion final quiz is designed to prepare the student to sit for the (ISC)2 Certified Information
Systems Security Professional (CISSP) certification exam, as well as apply knowledge from the
vast breadth of information security content in their everyday duties. The course was
developed based on the 10 (ISC)2 CISSP domains.

(ISC)2™ CISSP Concentration: ISSAP 15 Hours
The Information Systems Security Architecture Professional (ISSAP) concentration of the CISSP
certification prep course prepares students with security architect and analyst experience to sit
for the (ISC)2 ISSAP certification exam. This course includes a 100-question practice exam and
includes video demonstrations reinforcing many of the topics included in the six domains of the
ISSAP.

(ISC)2™ CISSP Concentration: ISSAP 2013 17 Hours
The Information Systems Security Architecture Professional (ISSAP) concentration of the CISSP
certification prep course prepares students with security architect and analyst experience to sit
for the (ISC)2 ISSAP certification exam. This course includes a practice exam and reinforcing
video demonstrations for many of the topics included in the six domains of the ISSAP.

(ISC)2™ CISSP Concentration: ISSEP 12 Hours
The Information Systems Security Engineering Professional (ISSEP) concentration of the CISSP
certification prep course prepares students with systems security engineering experience to sit
for the (ISC)2 ISSEP certification exam. This course includes a 100-question practice exam and
was developed following the four domains of the ISSEP.

(ISC)2™ CISSP Concentration: ISSMP 13 Hours
The Information Systems Security Management Professional (ISSMP) concentration of the CISSP
certification prep course prepares students with management experience to sit for the (ISC)2
ISSMP certification exam. This course includes a 100-question practice exam and includes video
demonstrations reinforcing many of the topics included in the five domains of the ISSMP.
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(ISC)2 CISSP Concentration: ISSMP 2013 15 Hours
The Information Systems Security Management Professional (ISSMP) concentration of the CISSP
concentration certification prep self-study course was updated to reflect the 2012 updated
exam objectives. The course reviews the common body of knowledge for the 2013 CISSP-ISSMP
certification exam. Topics from the five ISSMP domains are covered concluded with a practice
exam, to help prepare students to sit for the ISSMP certification exam.

*(ISC)2 Certified Secure Software Lifecycle Professional 20 Hours
This certification prep course helps prepare students to sit for the (ISC)2 CSSLP certification
exam by covering application security concepts and the software development lifecycle (SDLC).
This course is for individuals with at least 4 years experience in secure software concepts,
software requirements, software design, and software implementation.

(ISC)2™ Systems Security Certified Practitioner 16 Hours
The Systems Security Certified Practitioner (SSCP) certification prep course is a self-study
resource for those preparing to take the (ISC)2 SSCP certification exam as well as those looking
to increase their understanding of information security concepts and techniques. The
certification is described as being ideal for those working towards positions such as network
security engineers, security systems analysts, or security administrators. This course, complete
with a 100-question practice exam and video demonstrations, was developed based on the
seven SSCP domains.

Linux Operating System Security 9 Hours
This course introduces students to the security features and tools available in Linux as well as
the considerations, advantages, and disadvantages of using those features. The class will be
based on Red Hat Linux and is designed for IT and security managers, and system
administrators who want to increase their knowledge on configuring and hardening Linux from
a security perspective.

Malware Analysis 12 Hours
This course is for technical staff responsible for handling, storing, and analyzing malicious code.
It provides a basic introduction to malware analysis, best practices, trends and intruder
techniques, and analyzing and characterizing malicious code.

Mobile Security 19 Hours
The purpose of the Mobile Security course is to learn about mobile devices and how to secure
them. The course begins with an introduction to cellular and wireless technologies and moves
into threats to mobile devices, how to secure them, and mobile forensics and investigations.
The course contains video demonstrations, exercises, and a final quiz.
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Monitoring for Insider Threat 6 Hours
The purpose of this module is to raise awareness of insider threat risks, identify the indicators
and precursors of malicious acts, demonstrate tools to detect malicious behavior, and review
actual cases to show how countermeasures can be effective. Topics include monitoring
strategies for insider threat detection, malicious insider overview, problem areas on defense,
desired and current state, 2009 E-Crime Watch Survey, overview of prior research, insider
threat portfolio, types of insider crime, insider IT sabotage, unknown access paths, monitoring
strategies, perimeter controls problem and solution strategies, sabotage exfiltrating credentials
of the IRC, types of fraud, fraud considerations, theft of intellectual property (IP), top observed
theft of IP exploits and vulnerabilities, data leakage problem, rogue devices problem, remote
access attempts problem, case studies of IP theft, deriving candidate controls, deriving controls
and indicators and deriving controls. Video demonstrations, a lab, and a quiz are part of the
training.

Network Monitoring with Open Source Tools 5 Hours
The Network Monitoring with Open Source Tools course was designed to give the learner a
general awareness of network security and monitoring concepts. Discussions and
demonstrations focus on network threats, tools and their capabilities. After completion of the
course, students should be able to detect attacks using network monitoring tools.

Networking Fundamentals 3 Hours
This course covers the OSI model, media, routing, and the TCP/IP stack. The material is
extracted from the introduction to the Cisco CCNA training course.

Octave 5 Hours
In this course, students learn to perform information security risk assessments using the
Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) approach. The
OCTAVE approach provides organizations a comprehensive methodology that focuses on
information assets in their operational contexts. Risks are identified and analyzed based on
where they originate — at the points where information is stored, transported, and processed.
By focusing on operational risks to information, students learn to view risk assessment in the
context of the organization’s strategic objectives and risk tolerances.

Penetration Testing 14 Hours
The Penetration Testing course discusses concepts, tools, and techniques for conducting a
penetration test. The course lays the groundwork with familiar ethical hacking concepts, moves
into penetration testing methods and determines the most effective penetration tool for the
desired goal.
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Python Scripting for SiLK 3 Hours
The purpose of this course is to provide analysts with an introduction to the ways Python
scripting can extend and automate different analysis tasks with a specific focus on scripting
with SiLK tool suite. Video demonstrations, hands-on exercises, and a final quiz are part of this
course.

RaD-X 101 for CND Analyst 6 Hours
The Rapid Experience Builder (RaD-X) for Computer Network Analyst course is designed for
Computer Network Defenders and other stakeholders who may be involved in the active
defense of DoD systems. Students should have at least a cursory knowledge of packet analysis
and open-source packet inspection tools. There are a series of six (6) labs. Each lab increases in
complexity and focuses on the skill of packet analysis, differentiation between malicious and
benign TCP/IP traffic, and development of appropriate recommendations for mitigating
potential threats.

RaD-X 301 for CND Analyst 6 Hours
The Rapid Experience Builder (RaD-X) for Computer Network Analyst 301 course is designed for
Computer Network Defenders and other stakeholders who may be involved in the active
defense of DoD systems. Students should have at least a cursory knowledge of packet analysis
and open-source packet inspection tools. The course walks through seven scenario exercises
identifying incidents using analysis tools.

Reverse Engineering 101 8 Hours
This course provides an introduction to x86 assembly code, discusses several reverse
engineering tools, explores the fundamentals of the Microsoft Windows operating system and
API, and the basics of performing static analysis of Windows malware. Topics include reverse
engineering in context of malware engineering, MS Windows: An interface to a computer, MS
Windows data types, Windows API exercise: writing code, reverse engineering tools: IDA Pro
and OllyDbg the Debugger, computer mechanics and assembly code, Intel X86 architecture,
register and arithmetic, how stack memory works, control flow and test instructions, common
constructs/structure, call address/function, crypto algorithms and a “Where to Go from Here”
summary. Video demonstrations, labs, and a quiz are part of the training.

Software Assurance for Executives 10 Hours
This course is designed for executives and managers who wish to learn more about software
assurance as it relates to acquisition and development. The purpose of this course is to expose
participants to concepts and resources available now for their use to address software security
assurance across the acquisition and development life cycles
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Supply Chain Awareness 1 Hour
This 60-minute presentation addresses supply chain awareness for hardware and software. A
lecture and set of optional slides (Supply Chain Awareness — Hardware and Supply Chain
Awareness Software) are available. A quiz is part of this training.

Supply Chain Risk Management Awareness .5 Hour
The SCRM Awareness Course is a twenty-minute Virtual Training Environment (VTE) compliant
course. This course will provide students with knowledge about the growing sophistication of
supply chain exploitation facing government and private industry on Information and
Communication Technology (ICT) systems. Additionally, the course will help students
understand how supply chain risk management can affect requirements, acquisition practices,

and operational requirements.

2012 US-CERT TM Technical Writing 3 Hours
The Technical Writing course is designed for staff who are not professionally trained writers but
who must write as part of their jobs. The documents they write most often include emails,
reports, leadership alerts and senior leadership dailies. Several writing examples and activities
compliment the course lecture.

US-CERT TM Incident Handler 40 Hours
The purpose of this course is to learn about fundamental concepts for performing incident
handling. Along with supporting labs, video demonstrations, and document resources, topics
include CSIRT management issues, code of conduct, incident handling methodology,
coordinating response, handling major events, working with law enforcement, malware
handling and storage, vulnerability remediation, analysis and reporting. The course includes a
quiz as well.

US-CERT TM Malware Analysis 7 Hours
This course is geared to handling, storing, and analyzing of malicious code. Topics include
malware handling and storage, malware obfuscation and content from inside botnets, building
a runtime analysis environment, introduction to malware analysis, malware runtime analysis
(US-CERT TM), reverse engineering 101 (US-CERT TM) and malicious code courses.

Video demonstrations, labs, and quizzes are part of the training.

US-CERT TM Malware Analyst 8 Hours
The purpose of this course is to learn about fundamental concepts for handling, storing and
analyzing malicious code. Topics in this course include basic log file analysis, data hiding and
encryption, working with law enforcement and introduction to malware analysis. This course
contains several supporting labs, video demonstrations, and a final quiz.
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US-CERT TM Network Analyst 30 Hours
The purpose of this course is to learn how to perform surface analysis on network traffic.

Topics include intro to PCAP analysis and Sig development, malware handling and storage,
malware obfuscation, network security from traffic analysis perspective, Python scripting for
SiLK, inside botnets and IPv6. This course contains several supporting video demonstrations and
hands-on exercises.

Using Linux for Analysis (ULA) 4 Hours
This course describes the basic architecture of a Linux system, explains how to use common
command line utilities on a Linux system for analysis purposes, and how to perform analysis
work such as malware and incident response analysis. This course includes several reinforcing
video demonstrations.

Wi-Fi Communications and Security 9 Hours
The purpose of the Wi-Fi Communications and Security course is to teach the technologies of
the 802.11 family of wireless networking, including the principles of network connectivity and
network security.

Windows Operating System Security 16 Hours
This course introduces students to the security aspects of Microsoft Windows. The class begins
with an overview of the Microsoft Windows security model and some of the key components
such processes, drivers, the Windows registry, and Windows kernel. An overview of the users
and group permission structure used in Windows is presented along with a survey of the
attacks commonly seen in Windows environments. Patching, networking, and the built-in
security features of Windows such as the firewall, anti-malware, and BitLocker are all covered

in light detail.
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